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“An adaptable framework for organisations contemplating adopting digital certificates”
The My Skills project is investigating how to move the certification of vocational education
forwards from its current paper-based model to a system that also uses official digital
certificates in a reliable, trusted and verifiable manner, operating at a national scale over
the long-term.
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Introduction
This document – A Generic Model for Digital Certification of Learning - is the second output
from the My Skills Project, which operated from 2018 - 2019. The project is concerned with
investigating how to move the certification of vocational education forwards from its
current paper-based model to a system that can also use official digital certificates in a
reliable, trusted and verifiable manner, operating at a national scale over the long-term. To
fulfil this aim, the project has been creating two outputs that are intended to act as a
catalyst for generating interest, policy discussion and provide a co-development model for
the adoption of digital certificates (aka credentialing). These outputs are:
1. A ‘Generic Model’ of digital certification (this document) to be used and adapted by
other awarding bodies throughout the rest of the UK. The generic model will be
based on the White Paper and will be a simple framework for adopters to consider
when devising their own solutions – a kind of adaptable framework for organisations
contemplating adopting digital certificates
2. A ‘White Paper’ that identifies, discusses and evaluates some of the issues involved,
possible solutions and the types of services and benefits for learners and employers
that may be developed. The White Paper is intended as a kind of ‘visualisation
prototype’ and provides the background reasoning to the ideas in the Generic Model
– it can be downloaded from this link, https://myskills.org.uk/.
The style of writing in this Generic Model is not intended as an academic text, although our
work and approach is informed by academic research, it is more informal and direct in style.
We make extensive use of web links in the text to provide sources of further information for
the reader.
For convenience, these extracts from the White Paper are included as Appendices to this
document:
● Executive Summary
● Key Findings.
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Background and Essential Reading
To understand the reasoning behind this Generic Model and its ideas the reader should
consult the My Skills Project White Paper – available at: https://myskills.org.uk/. The White
Paper

Audience
Our general audience is anyone who is interested in the topic of using digital certificates to
recognise learning achievements and outcomes, no prior technical or educational
knowledge is assumed. In this document we also have a specific audience in mind; those
working with awarding bodies and to a lesser extent those working with learning providers.
Here we examine how an awarding body would go about adopting digital certificates.

Basic Ideas
Adopting digital certificates is not a very technically demanding challenge, it’s more an issue
of cultural change. As the White Paper observes, in the UK, substantial aspects of our daily
lives are already conducted online. The challenge in going digital with certificates of learning
is symptomatic of the wider challenge of adopting technology generally in education. We
are dealing with a complex social, legal and economic system that is resistant to change –
despite all the hype (and worse) about the ability of technology to transform education. The
White Paper describes and analyses the different factors involved and ways to deal with
them. In this Generic Model we assume a decision to go digital has already been made and
steps the reader through the things to consider.

Have a reason
This is a good place to review a decision to adopt digital certificates – below we list a set of
reasons that we have identified – there will be others depending on your circumstance.
● Digital certificates – that are trusted and verifiable – are going to be good for
learners, job seekers and employers and the general economy – by making the job
seeking and course / training application process smoother and quicker
● Government policy can be driver. In Scotland, where this project is based, the
adoption of digital certificates for vocational education qualifications is a good fit
with the Scottish government ambitions for digital services and a digital economy.
● A digital certificate can provide an awarding body with ‘end-to-end’ control, making
revoking possible if required – this is much more control than in the paper system.
This also enables the deployment of time limited digital certificates - such as for
industry and regulatory accreditation. And importantly, for a modern economy, the
system should work on smartphones for users.
● Digital certificates can provide a competitive advantage to an awarding body and its
learning provider community
● Digital certificates could be a rich source of analytics about educational and labour
market trends in relation to qualifications. This could be useful for awarding bodies
in managing their suite of qualifications and should also be of interest to government
agencies, policy researchers and others
● Digital certificates can provide a powerful way of projecting the brand and values of
an awarding body and its learning providers into the digital and online world – so it’s
a potentially powerful marketing tool
5

● Using a technology like blockchain can (and should) provide other opportunities that
can be exploited for efficiency gains:
o Anything can be stored in the blockchain – this opens the way for learning
providers to store assessment evidence and administrative data connected to
individual learners in one place that awarding body verifiers (quality control)
can access. This has the potential to greatly streamline currently
time-consuming processes and reduce costs
o Learning providers could use the same Blockchain storage for their internal
administrative data relating to learners. This would have the potential to
transform learning providers business processes by removing internal data
‘siloes’ and duplication – a well known problem

Legal issues
The main legal issues are privacy and data protection as well as the database right for the
ownership and maintenance of the blockchain database, the White Paper discusses these.
This is also a useful opportunity to review existing organisational Intellectual Property Rights
(IPR) policies.

Evolutionary Foundations and Future Directions
Some awarding bodies provide online user access to their personal qualification records, like
the MySQA service. It is not a large step to use this as the basis for a digital certification
system by adding our ideas for a toolkit.
City and Guilds (C&G) have been experimenting with PDF ‘e-certificates’ for a while, issued
via their learning provider network, please see these links:
C&G Learners
C&G Centres
C&G Employers
You can see a screen shot of this in an Appendix of the White Paper. In this system a user
can access an online pdf version of their certificate, via their learning provider, with a QR
code that can digitally verify the information on the certificate to a third party like an
employer.
These initiatives are good, and we can see the long-term trend, but what would be ideal is a
system that is much more under a user’s control, convenient, and works on smart phones.
In this connection in the White Paper we have drawn analogies to how online banking apps
work. We think we need that level of user control, convenience and trust to make digital
certificates fly.
In practice what this means is taking the SQA & City and Guilds initiatives and cutting out
the ‘middle man’, i.e. the learning provider, and give the learner direct access to their own
record of achievement (like the MySQA service) plus the tools needed to present and share
it online in a trusted and verifiable way. This would also include allowing the learner to print
on demand their own paper certificates with a QR code, as in the C&G system, when
needed. In addition, we would provide the user with access to an online toolkit to allow
them to present their certificates in a variety of trusted ways, including customised CV’s.
6

The Generic Model: An outline for a working system
Here is our description and breakdown of the essential parts of a digital certificate system as
we see them, based on our discussions in the White Paper.

User Centred
Digital certificates (like paper ones) are held by individuals and any system has to work for
them in their job seeking, networking, education and training activities – in the digital realm.
So, a user needs direct access to a system provided by the awarding body (with the
assistance of third-party service providers) that allows them to undertake these activities
digitally. In this arrangement the digital certificate is always linked back to the awarding
body and can be ‘revoked’ as needed. This was the first of several system design discussions
and decisions that we undertook in the White Paper, for reference we list all these decisions
below.

System Design Decisions
Below we list the design decisions we have taken in developing this Generic Model, it
provides an overview of the factors that have informed our thinking. You can find a full
discussion and rationale for these decisions in the White Paper.
DESIGN DECISION 1 – INDIVIDUAL LEARNERS / USERS AS THE FOCUS OF SYSTEM DESIGN
USER CHARACTERISTICS – TOP LEVEL
SYSTEM CONSUMERS OF USER DATA
DESIGN DECISION 2 – USE BLOCKCHAIN FOR STORING AND MANAGING ACCESS TO CERTIFICATES
DO WE HAVE TO USE BLOCKCHAIN?
THE IMPORTANCE OF SYSTEMIC ISSUES IN ADOPTING BLOCKCHAIN
DESIGN DECISION 3 – AWARDING BODIES WILL NEED TO USE AN EXTERNAL SERVICE PROVIDER FOR DIGITAL CERTIFICATES
DESIGN DECISION 4 – IDENTIFY THE OTHER ACTORS / SERVICES / ORGANISATIONS IN THE SYSTEM
IDENTITY VERIFICATION SERVICE
BLOCKCHAIN SERVICE
PERSONAL INFORMATION MANAGEMENT AND PRESENTATION SERVICE
OPTIONAL SERVICES
CRIMINAL AND BACKGROUND CHECK SERVICE
RIGHT TO WORK SERVICE
DESIGN DECISION 5 – IDENTIFY THE OTHER FACTORS INFLUENCING THE SYSTEM DESIGN
LEGAL
REGULATORY
HYPE AND F.U.D.
POLICY
CENTRAL IT DEPTS & SERVICE UNITS
TRUST AND CULTURAL ACCEPTANCE
DESIGN DECISION 6 – USING THE EXISTING PAPER CERTIFICATE REPLACEMENT PROCESSES AS THE BASIS FOR A DIGITAL
CERTIFICATE SERVICE
VERIFICATION OF USER IDENTITY IS THE KEY
USERS TEND TO IDENTIFY WITH THEIR LEARNING PROVIDER
DESIGN DECISION 7 – USE IDENTITY VERIFICATION SERVICES AND BIOMETRIC DATA TO VERIFY INDIVIDUAL IDENTITY
DESIGN DECISION 8 – THE SYSTEM HAS TO BE SUSTAINABLE IN THE LONG TERM – DIGITAL CURATION
7

Digital Certificate Toolkit – Key Features
A digital certificate is useless unless it can be used online. This requires a set of tools that
enables a user to manage which of their qualifications they share with others and how they
can present them. In essence, the user needs a mini web publishing platform where they
can manage and present their qualifications to others. Because the platform is controlled by
the awarding body, using blockchain technology, the viewer of a user’s qualification can be
assured that they are legitimate. For the avoidance of doubt, this means the online digital
qualification is always under the control of the awarding body and can be ‘turned off’ i.e.
revoked if required. This, feature and the use of blockchain technology should generate
trust in the system – which is essential. We can draw an analogy here with an online bank
account, which we discussed in the White Paper– to keep using it a user has to be in credit
and good standing with the bank.
Building on existing processes
Core relationships
In vocational education there are generally four participants
1.
2.
3.
4.

Awarding Body
Learning Provider
Regulatory Agency
Learner

The main functional relationship for digital certificates is between the awarding body and
the learner. However, many learners often identify more with their learning providers than
their awarding body. The relationship between the awarding body and government
regulatory agencies is also obviously important. When contemplating a move to digital
certificates it would be wise to involve the regulators at an early stage. However, the
experience of the earlier C&G experiment in this space we have described suggests this is
not a problem as their certificates specifically mention the regulatory body involved.
User Identity Management is Key
We found that the process of requesting a replacement paper certificate provided a good
conceptual template on which to build a digital certificate system. In both cases the
awarding body has to verify that the user is really who they say they are before they are
issued with a certificate. Usually this is done by a user completing an application form
(possibly online) and providing personal information, in addition there may be some more
communication from awarding body staff to check on the details of the claim.
For a user about to graduate from a learning provider: In our proposed system the identity
of a user is provided for by the awarding body using the user details supplied by the learning
provider to create an account in their digital certificate system – to deliver the digital
certificate to. This would be very similar to how an awarding body uses personal data to
deliver a paper certificate to a user. This scenario would be used in a full-scale system where
digital certificates are issued in bulk, similar to paper certificates
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For a user requesting a digital certificate for a previous qualification: A second and more
rigorous way of proving a user’s identity is to use personal and biometric data provided by
the user (e.g. a photo of a passport or driving licence and a ‘selfie’) that can be checked and
verified against official identity verification services. This would involve creating a new
account in the system for the user. This method could also be used to verify an existing user
account that had been set up with information supplied by a learning provider to guarantee
a more secure and rigorous verification process. In our project we used a third-party service
provider APPII Ltd. (https://appii.io/) to provide this functionality – you can find out more in
the White Paper.
Blockchain
We cover blockchain technology in the White Paper. It has been around for a long time and
is in our judgement reliable as a means of providing a secure shared database to use with
third party service providers. It is one part of the trust relationship in our proposed system.
It also has the potential to support other functionality in relation to the business processes
of awarding bodies and learning providers, which has considerable potential – we cover
these in the White Paper.
Identity verification and biometrics
This is another important part of the trust relationship. The ability to biometrically identify a
user in conjunction with official identity provider databases is an important advance in
security and may also be attractive to those involved in heavily regulated activities; for
instance, where a qualification is essential to gain physical access to an engineering facility
such as an oil platform.
Third-Party Service providers
Awarding bodies have the information to drive a digital certificate system but not
necessarily the means. This is analogous to the paper certificate system; many awarding
bodies use commercial printing services to create their paper certificates. In our system we
assume a third-party provider will provide these services
● Identity verification and biometrics
● Blockchain service
● User toolkit platform
Basic System Structure
In our generic model there are three basic components
1. Awarding Body
2. Service Provider
3. User
Awarding Body
The awarding body provides data; about users, their qualifications, learning providers and
dates etc. to the Service Provider.
Service Provider
9

The Service Provider stores the data in a blockchain and provides the awarding body with
digital keys to allow it to write to the blockchain at will. The Service Provider also provides
digital keys to the users to allow them to access their records and use the toolkit to manage
who they share their information with online and how they present it (e.g. by creating
online customised CVs). The service provider can also verify a user’s identity for the
awarding body, if required, by gathering biometric and other information from the user and
comparing it with official identity databases. Other optional (paid for) information services
may be made available to prospective employers about a user such as ‘Right to Work in the
UK’ and Background Checks.
User
The user has access to their account via a PC, a smartphone or tablet etc. and can use the
toolkit to manage, share and present their certificates in a variety of ways in the online
space (please see the full system diagram below). Access to the system should be free at the
point of use.
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Generic Model System Diagram
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In Fig. 1 Generic Model System, we can see that as we move from left to right the data
moves to be more under the control of the user, in terms of who they can share it with and
how they present it to others. We envisage users also incorporating their own evidence of
learning (essays, photographs, videos etc) together with their digital certificates in their job
searches, networking and education activities. Although the control over how the certificate
data is used moves to the user - whether the data appears in the system at all remains
under the control of the awarding body, via the Service Provider. This retention of control
over the ‘end-to-end’ existence of the digital certificate is one of the key differences
between this system and the use of digital badges. In practice this means it is possible to
effectively revoke a certificate is required. This functionality also makes it possible to issue
and use time-limited digital certificates in a trusted manner that are verifiable online.

Sustainability
Paper qualification certificate systems function over many decades. A digital certificate
system also needs to work over the long term as well. We have discussed this in the White
Paper. Blockchain technology can help, it is used by the finance industry to provide reliable
access to data over the long term. Standard software industry practices can also ensure long
term sustainability of such systems by putting in place effective contractual, technical, and
management arrangements. The legal database right will ensure the blockchain remains the
property of the awarding body and this should be encoded explicitly in the contractual
arrangements with a Service Provider. This is important as a likely scenario will be that there
is a change of Service Provider at some point due to a variety of reasons (like changing
commercial printers for supplying paper certificates).
An analogy with another sector may help to illustrate how this might work in practice. In the
UK the national train service has been broken up and privatised into different companies –
who act as service providers. But it is also regulated by the government which requires
there to be a smooth change of service provider if needed. One service, the East Coast Line,
has been (famously) transferred backwards and forwards between government and private
ownership many times. Despite this, the online ticketing and user accounts system has
continued to function relatively smoothly. So, in any detailed system development plan
contingency arrangements for a change of Service Provider need to be in place.

Undertaking Trials
In our White Paper we have suggested it makes sense to undertake trials to develop this
kind of digital certificate system. There needs to be a ‘discovery phase’ when introducing
these kinds of new digital services into complex human systems like education. This would
allow awarding bodies, learning providers, users, employers and regulatory agencies to
better understand the implications of adoption and how best to design the final system for
different contexts. There is an important role here for government agencies, including
regulatory bodies, as the societal benefit of such a development might be great but there
might be no economic incentive to the awarding bodies to deliver such a service. One of the
objectives of the trials could be in developing an agreed functionality for such services with
the regulatory authorities that could become a requirement upon awarding bodies by the
state. This might be a key driver to move things forwards, especially if combined with state
financial assistance / incentives.
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What Would it Look Like in Practice?
In the Appendix to the White Paper (White Paper Appendix 6: System Demonstrator) we
have some screen shots and a video of an imaginary learner using the system. For
convenience we have included it in this document below as Appendix l.

13

Appendix 1: Generic Model - System Demonstrator
In this section we have some screen shots and a video tracing the experience of an
imaginary user (Dorothy) who has studied at the City of Glasgow College and is working at a
hotel in Glasgow. It shows how Dorothy, who has studied at the College gets her
qualification from the SQA verified. It also shows how Dorothy can use her verified
qualification in an online CV system provided by a service like APPII.

Digital Certificate Integration and Issuing Process Walkthrough – Video
This screen movie demonstrates the verification of an SQA qualification manually in the test
environment of the APPII blockchain system. Behind the scenes it uses processes and
information that are closely similar to the way existing requests for a replacement paper
certificate are handled.
This represents the first stage of integration between APPII and awarding body qualification
system – a manual operation. There are a range of levels of integration available from
semi-automatic to fully automatic issuing of digital certificates to cohorts of students.
https://youtu.be/o418cLupha8
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Digital Certificate Integration into an Awarding Body Walkthrough – Stills
This set of stills illustrates the manual integration of a blockchain based digital certification
system into an awarding body’s business processes. There are a range of possible
integrations available from manual, semi auto, all the way to automatic issuing of digital
certificates to learners in cohorts (that would be the desired goal). All this can be
underpinned by the biometric identification of the user.

Step 1 User Home Page Mobile View – users can use both web and mobile versions
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Step 2 Web View – User starts to create a claim for a qualification – a HND in Business. Once
the user presses the green button, the request is sent to the awarding body
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Step 3 User Home Page Web View – Claim is recorded in the system. But it has not been
sent to the awarding body / SQA / College – so APPII icon appears grey
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Step 4 Web View – User has created a claim for an HND and gone back in to the system
and sent the request for the HND – so APPII icon is now yellow = waiting for a response. The
user has also done the same for a set of School Qualifications also set at yellow status.
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Step 5 This is what the awarding body verifier sees as a qualification claim in their
dashboard. If they are happy, they will click the green button to award the certificate to the
users blockchain account
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Step 6 After the verifier at the awarding body has accepted the claim this is what they see in
their dashboard – accepted = green
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Step 7 The users claim to have a verified qualification has been accepted and now appears
in their home screen as green = accepted and verified.
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Step 8 The verified qualification is now available to the user to include in their CV builder to
share with peers and in job applications.
End
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Appendix 2: My Skills White Paper - Executive Summary
The My Skills project has been exploring how to move the certification of vocational
education from its current paper-based model to a system that also uses official digital
certificates in a reliable, trusted and verifiable manner, and at scale. The current system
causes a great deal of friction in the modern vocational employment sector, with paper
certificates being repeatedly required for inspection, with little accompanying information
about the actual learning involved. This document (The White Paper) discusses the issues
involved in making the transition from paper to digital and presents a rationale for the Key
Findings and Recommendations that are presented here. We propose a service that uses
blockchain technologies and discuss how this might be implemented. For those new to
blockchain we refer the reader to an excellent American report on the subject [1] from the
National Institute of Standards and Technology (https://doi.org/10.6028/NIST.IR.8202), it’s
a model of clarity and helps dispel the considerable hype and misconceptions
surrounding the subject. This report is essential reading to get the most from this White
Paper. For our purposes we can regard blockchain as an online shared database that uses
encryption technology that makes alteration of the content extremely difficult, if not
impossible. Thus, promoting trust in the content of the database.
Through our work in the project we have come to the conclusion that enabling learners to
possess official digital certificates of their own educational qualifications and linking them to
their own personal digital evidence of learning can help transform vocational education,
employment processes and individual career opportunities. In addition, we have identified
significant efficiency gains and new business opportunities that can be implemented
through the use of blockchain technology in the digital certification process. This white
paper walks the reader through the exploratory process we have followed together with our
approach and presents our key findings and recommendations.

Appendix 3: My Skills White Paper - Key Findings
Current Situation
Given the fact that the UK is one of the most intensely digital economies in the world, it is at
first sight surprising that education and training still relies so heavily on paper certificates.
This does make the process of applying for jobs and assessing prospective employees more
arduous, time consuming and expensive than it ought to be. This problem is magnified in
the modern workplace with increasing regulatory requirements on employers to undertake
right to work and background checks as well as checking candidates claims about their
qualifications. Another challenge is the increased mobility of labour and the rise of contract
working with people working in multiple organisations every year.
Yet it is still common at job interviews to have to bring paper copies of educational
certificates and a passport or driving licence to an interview and have them copied by the
HR department to be kept on file. Then if you are offered a job you may be required to
provide a background check certificate (basic) or the employer will have to obtain their own
detailed check certificate in certain jobs.
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Hype
In the process of reviewing the potential of a service based on Blockchain technology to help
address the issues noted above the project has encountered the phenomenon of ‘hype’.
Two government reports (USA & Scottish [1]) into the potential uses of blockchain cite the
intense levels of hype [2] surrounding the subject as a factor in making it difficult to find
useful information on which to make rational analysis and decisions. In the White Paper we
discuss the phenomenon of hype in this context and that of the IT and EdTech industry in
general. The hype surrounding both sectors make it doubly difficult when discussing the
educational applications of blockchain. The IT industry itself acknowledges the use of hype
as a competitive marketing and disinformation tool - Gartner Hype Cycle [3]. At the
moment (early 2019) there is a growing negativity about using blockchain amongst some
commentators as they head from the peak of early excitement to the so called ‘Trough of
Disillusionment’ in the Hype Cycle. See the illustration below:

Fig. 1 Gartner Research's Hype Cycle diagram
Image Credits: Jeremykemp at English Wikipedia. License CC BY-SA 3.0

Technical: Blockchain
Blockchain is not absolutely essential to issuing and managing digital certificates, but we
think it has distinct advantages that are worth investigating. Our project is on ‘The Slope of
Enlightenment’ in the Gartner Hype Cycle and we discuss blockchain throughout the White
Paper. The kind of data and operations that we are envisaging are relatively simple and
security is critical. So, the kind of blockchain we are looking at is private and permissioned –
not distributed and public, as in cryptocurrencies like bitcoin, which has dominated thinking
in this area. Also, there is no mining or minting of coins involved in writing to our blockchain.
There are many possible applications for using blockchain. In our system our use of the
technology is very simple, almost minimalist, which we regard as a positive factor.
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Proposed System: Diagram

Fig. 2 Proposed Digital Certificate System
Fig. 2 shows the proposed system in action combining a digital certificate service provider
and a portfolio service to empower learners and transform the vocational employment
landscape. An important (perhaps crucial) element in this system is the potential for the
awarding body to have ‘end-to-end’ control of the digital certificate, making revoking
possible if required – this is much more control than in the paper system. This enables the
deployment of time limited digital certificates - such as for industry and regulatory
accreditation. And importantly, for a modern economy, the system works on smartphones
for users.

Technical: Simple Data
From a technical point of view the essential data contained in a typical paper certificate is
very simple:
Name*
Subject Qualification*
Awarding Body*
Unique reference number
Date of Birth
Other Information…

Only the first three data fields appear on all
certificates.

Table 1 Typical Paper Certificate Data
Note: The potential to include ‘other’ information in a digital certificate is considerable an
example of this being developed in digital form is the EU Europass system see
https://europass.cedefop.europa.eu/about-europass
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Cultural: The Role of Certificates
From a socio-economic point of view the possession of a paper certificate by a learner is a
tangible piece of evidence that allows the owner to assert that they have attained and ‘own’
the qualification named on the certificate. In this sense, it is like a paper currency bank note
or an aircraft boarding pass – it is a token of trust that allows the user to do something. In
both cases (paper currency and boarding passes) the user’s assertion is backed up by an
organisation that will validate their claim if required, although that rarely happens in
practice.

Cultural: Users
In our view the rationale for adopting digital certificates is not a pressing lack of trust in the
existing paper certificate system, although that is a factor for some commentators. We
discuss the constituent components of the educational trust relationship in the White
Paper. Rather, the motivation for adopting digital certificates is in the benefits and
convenience that this may bring to users and organisations. Again, the comparison with
paper bank notes and boarding passes is useful – in both cases we see their gradual
replacement with digital versions and acceptance by users in shops and airports for the
convenience and benefits they bring.

Technical: Awarding Bodies
So, on the face of it, the technical barriers to implementing digital certificates are small,
given that the awarding bodies already have the data required in their possession. But a
digital certificate requires a very different user infrastructure to a paper certificate system,
paper is much simpler to maintain. A digital certificate is of no use unless it can be managed
by a user who can choose who they share it with and how it is presented in connection with
job seeking, networking and career progression. It also needs to be able to be verified
digitally by the awarding body in a trustworthy way that gains acceptance by users and
employers.

Organisational: Use of Third-Party Digital Certificate Suppliers
So, awarding bodies have the data but not the means (at the moment) to publish and
support their own digital certificates. To supply this facility a third-party supplier is required.
An early example of an awarding body experimenting with this approach is City and Guilds
[4], whose DigitalMe [5] service is working with Credly [6] an Open Badge [7] service
provider. In our project we are collaborating with a blockchain digital certificate service
provider, APPII [8]. Open badges technology solutions have been around for a while,
originally backed by the Silicon Valley non-profit Mozilla [9] foundation, their main use has
been for certifying ‘informal learning’ in community settings, not mainstream qualifications,
and to date there has been a resistance to using them for such purposes. We discuss the
differences between badges and blockchain certificates in the White Paper Appendix 2.

Cultural Change: Awarding Bodies
Moving to digital certificates presents a business and cultural change challenge for the
awarding bodies. This operates in a number of related dimensions:
● Current processes are paper-based; so there needs to be a clear business rationale
for change
26

●
●
●
●
●

o The paying customers of awarding bodies are learning providers not learners
Internal data management may need to change
Replacement paper certificates represents an income stream
Core business data needs to be shared with third-party service providers
Regulatory and policy concerns
Fear of reputational damage (blockchain hype and misinformation, GDPR, negative
media reports, etc.), possibly leading to a risk averse environment

Paradoxically, despite these issues, choosing to issue digital certificates would seem to have
little or no effect on the awarding body business and quality control processes that occur
prior to the certification of learning achievements. Certification occurs at the end of these
other processes, so change of format here is relatively free of possible internal side effects.
Note: We are not proposing to replace paper certificates, although that may happen in the
longer term. There is a cultural significance to the paper version that is important to
learners. We would advocate an ultimate situation where digital certificates are issued
automatically to complement the paper system.

Evolutionary Trends in Certification
As we discuss later in the white paper, there is a bit of a mismatch in our current use of
paper certificates as the UK is one of the most intensely digital economies in the world. We
anticipate the adoption of digital certificates for learning proceeding like our use of digital
banking, online purchasing, and airline tickets etc. We can see these trends already at work
in these two examples below;
● The SQA has a service called MYSQA which provides registered users with
access to their full SQA qualification records. The user can only view their
records and not do anything else. But this is an important first step in an
awarding body sharing this data with outsiders in a digital form. This provides
that basic data building block for a digital certificate system by arranging for
the data to be shared with external parties
● City and Guilds (C&G) has recently been experimenting with using Digital
Badges (which we discuss later and in Appendix 2). Previously, C&G has also
trialled a limited form of print on demand service that gave a user access to a
PDF file with a certificate image containing a QR code that could be printed
and sent to an employer. The QR code would be scanned to give the viewer
access to the verified information contained on the certificate – i.e. name,
qualification and reference number. You can view an example of this in
Appendix 3, Section 8, of this white paper. The C&G web site states that this
complies with the Ofqual regulation governing qualifications, which suggests
that our envisaged system should be acceptable to the regulatory agencies.
For more information about the C&G system please follow these web links:
o C&G Learners
o C&G Centres
o C&G Employers
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Building on existing Trends
These SQA and C&G initiatives are good, and we can see the long-term trend, but what
would be ideal is a system that is much more under a user’s control, convenient and works
on smart phones. In this connection in the White Paper we have drawn analogies to how
online banking apps work. We think we need that level of user control, convenience and
trust to make digital certificates fly.
In practice what this means is taking the SQA and City and Guilds initiatives and cutting out
the ‘middle man’, i.e. the learning provider, and give the learner direct access to their own
record of achievement (like the MySQA service). Plus, allowing the learner to print on
demand their own paper certificates when needed. On top of that foundation we would
provide the user with access to an online toolkit to allow them to present their certificates
in a variety of ways that all be verified securely, including customised CV’s – rather like the
service provided by APPII Ltd.
A Digital Certificate Continuum
If we look at the two examples above and our ideas about extending them, we can see that
our proposed online service ‘platform’ (with user and qualification verification) sits at the
next stage of this evolutionary trend from paper to digital. We illustrate this in the simple
diagram below that shows the paper – certificate digital continuum
Paper > Online learner record > Print on demand > Verified Online Certificate Service
Fig. 3 The paper – certificate digital continuum

New Business Opportunities
There are a surprising number of new business opportunities connected to using digital
certificates, that can be facilitated by the use of blockchain technologies and identity
verification services. In the ‘Unexpected Outcomes’ section below we identify the use of the
blockchain to store and share quality control and administration data – this could greatly
streamline existing process that are currently undertaken with paper and physical
inspections. In addition to this there is a great deal that could be done with qualification
data for aiding the transition from school to college / training provider. In Scotland this
would be quite feasible as the SQA is also responsible for the great majority of school
qualifications and College vocational qualifications – effectively all this data is already
available. This would help greatly with meeting the Scottish government ambitions for
digital government services. Digital certificates could be a rich source of analytics about
labour market trends in relation to qualifications, useful for awarding bodies in managing
their qualifications, this would be of interest to government agencies and others. We should
also be aware that the transition to digital can also enable new products and activities once
the basic infrastructure is in place

Sustainability
Existing paper certificate systems have to exist over periods of several decades and support
the verification of user’s qualifications and the replacement of certificates in the long-term.
A digital system might reasonably be expected to replicate these characteristics. This
represents a challenge in terms of governance and continuity of service if using a third-party
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digital certificate supplier. However, as long as the awarding body controls its own data and
has the right governance arrangements in place it should be able switch suppliers and
maintain a service to users.

Policy & Regulatory Environment
The policy environment has become more positive lately, the American and Scottish
government reports cited earlier acknowledge that blockchain technologies are mature and
should be investigated and pilot projects initiated. The UK government is currently
conducting trials in several areas to evaluate the technology. The main regulatory and legal
concern is privacy and the related EU GDPR regulations, we discuss this in the White Paper.

Feasibility
For some awarding bodies, providing digital certificates to learners may represent a big
conceptual and process change from their current practice. It is not an overly complex
technical challenge. The real difficulties lie in the cultural change across the education
system with all its various regulatory and process links and finding a business rationale and
motivation for making the change and offering something new to users. A fundamental
business issue is that (in general) the paying customers of an awarding body are the learning
providers not the learners. However, providing digital certificates may be an opportunity to
redraw the relationship between learners, learning providers and awarding bodies.
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Digital Certificate Process Model
In our workshops and discussions, we have come to the conclusion that the process of
issuing a digital certificate can be effectively based on existing procedures for issuing a
replacement paper certificate – see the diagrams below. In both cases, the key issue is the
user needs to be able to effectively verify their personal identity and provide enough
information about the qualification they are claiming for the awarding body to make a
match with its records.

Fig. 4a Digital Certificate Process

Fig 4b Paper Certificate Process
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Fig. 3a & 3b: Comparing the process for issuing a replacement paper certificate to a request
for a digital certificate.

A Blockchain based T Level?
T Levels are a new UK vocational qualification. A blockchain based certificate could easily
contain this information. By its nature (being digital) it also lends itself to being extendable
and can accommodate data at different levels – so supporting micro credentials (describing
the component parts of a qualification). In addition, the user (learner) could also control
what elements of their T Level they would like to share via an online platform like APPII that
provides granular control over what the user chooses to share and a customisable CV
builder. However, it does not stop there. In addition to the trust and flexibility that a
blockchain T Level digital certificate would provide there are two further potential
advantages:
1. The ability to include evidence of learning (images, reports, videos) in the
blockchain) that are certified as true by the learning provider
2. The ability for the learner to maintain their own personal digital portfolio of learning
With these two features (Digital Certificates and Evidence from a Portfolio) the T Levels
could be given a rich and powerful platform to benefit learners and employers. See
Appendix 5 for a more information and discussion about T Levels and blockchain.

Unexpected Outcomes
Assessment Evidence in the Blockchain:
Any digital artefact can be put in a blockchain, it is just an encryption technology after all. It
is quite possible to include the evidence of learning and assessment in a blockchain. This
may or may not be available to the users but could be accessed by those involved in quality
control and monitoring functions. This is important as all the awarding bodies have quality
control measures in place to monitor the standards of delivery and assessment by their
learning providers. This usually involves external inspections and verification of the evidence
and assessment records held by the learning providers. Being able to collect this information
in one place would greatly streamline existing monitoring functions. It would also enable the
comparison of standards and procedures between learning providers. This would be useful
as a source of primary research data by educational researchers and for regulatory agencies
enquiries. Please see the White Paper section below called ‘Unexpected Outcomes and
Possibilities’ where we discuss these issues further in a sub-section called ‘Assessment
Evidence Recorded in Blockchain – Some Implications’.
Administrative information in the Blockchain – Some Implications:
Our discussions about storing assessment evidence in the blockchain also led onto other
uses for this technology. Blockchain could be used to remove internal data siloes and
duplication within learning providers by providing a single shared database, where a
learner’s admin information is centrally available and could result in major efficiency gains making access to verified secure information far easier than at present. Such a service might
provide part of a future business model for the deployment of blockchain technologies in
education that support certification. This and the sharing of assessment evidence would be
worth investigating in future pilot projects.
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Micro Credentials in the Blockchain:
There is unlimited space in the blockchain to record the finer details about a qualification to
give employers and others a more detailed picture of what skills and knowledge the learners
have acquired. So, each component of a course can have its own mini certificate. In
addition, it would be possible for the learner to link each micro credential to their own
personal portfolio of learning evidence; all under the granular sharing control of the user.
This could be useful to part-time learners to present to employers even before they have
completed the overall course.
Identity Verification Services:
Another unexpected outcome from the project for College participants is our new
awareness of the central importance of the existence of identity verification services that
commercial bodies and the UK government both use and contribute to and rely on in order
to provide an important part of the ‘back office’ to the digital economy. They help prove an
individual really is who they claim to be.
This was unexpected / unknown by our participants and understanding that these services
exist and how they function can allay concerns about being asked to provide personal and
biometric data to identify a user in the APPII system. As the whole digital certificate
proposition revolves around the verification of an individual’s identity, it is important for
these aspects of the system to be explained to users. You can find more information about
this topic in the White Paper glossary. Below is a diagram and text box representing the
relationship between the Digital Certificate Service provider (APPII) and the Identity
Verification Service that it uses. We used this to explain the process to lecturers and
students in the project:

32

Fig. 5 Diagram and Text Box: Showing the Role of Identity Verification Services
Digital Certificates as Change Agents:
Educational systems are resistant to change in general and expectations of technology-led
change have not met expectations. There are two sensitive areas in education that can
influence the rest of the system, these are summative assessment and certification; these
provide a reason for the existence of the system in many ways. Making changes here by
adopting technology has the potential to influence change in the rest of the educational
system.
Unique Identifiers:
Each awarding body uses its own internal system of unique identifiers to manage learners.
In addition, there are also a number of national identifier schemes that are used to gather
information about learners. The possession of a unique identifier by a user is not enough on
its own to verify the individual’s identity but can be a very useful part of the process in
matching the individual to the certificate. It is worth considering including the use of the
learners National Insurance Number in such systems (they are issued to UK users at 16).
Digital Certificates Exist in More than One Location:
Unlike paper, digital certificates can exist in different location at the same time. This simple
fact may lead to unanticipated benefits and should be explored in projects.
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